PENSIEVE

Key Features for the customer

e Endpoint and User Managed Detection &
Response

*  Monitoring of workstations and servers for
a broad range of security issues.

e Real-time Defence of Microsoft 365
Cyber Threats

e Account Isolation enables the immediate

log-out of a compromised account, from
all applications and devices.
* 24/7 human threat-hunting protection

[ ]
e Only software applications, scripts,
N eXi. G e n e rai‘l o n U se r executables, and libraries, that are
explicitly allowed can run on your devices
and servers.

& DeVice PrOteCtion * Ransomware Protection

e Powerful Anti-Spam Email Filtering
e Fully Immutable Cloud Back-Ups

for your Organisation

Pensieve Cyber Security Services by Tierney'’s is a threat hunting, monitoring, and response solution, designed

from our years of expertise, and with our best in breed security partners, to monitor our client’s 24/7. Pensieve's
complex layers of advanced protection will help reduce the risk of modern-day cyber threats, through sophisticated
technology and processes, to give your organisation the peace of mind it deserves.

Main Benefits experienced by our customers

* Pensieve proactively ensures, rapid and efficient responses to incidents.

* Next Generation protection for your organisation.

* Added layers of protection that search hidden threats and “quiet” indicators of compromise, that other tools
miss.

* Monthly security checkup and Secure Score Reporting.

* Ensure your Microsoft Identity Secure Score is above 65%. **

* Regular proactive scanning, will discover infections before serious harm occurs.

* Further security recommendations may be highlighted for your organisation.

* Bestin breed, off-site back-up solutions

* Security Awareness Training

** Only available on Microsoft 365 tenants
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The following table summarises at a
high level what’s included in our

Pensieve Security Plans.

PLAN

Pensieve Essential Protection Plan 1

Pensieve Premium Protection Plan 2

Pensieve Cloud Backup

Pensieve Security Awareness Training
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WHAT'S INCLUDED

EDR (Endpoint Detection & Response) for Workstations and
Servers

MDR (Managed Detection & Response) for Office 365
Fully Managed Antivirus

Anti-Spam Email Filtering

Ransomware Protection

External Port Scanning

Host Isolation

Managed Application Updates

Managed Windows Updates

Office 365 Standards and Policies

EDR (Endpoint Detection & Response) for Workstations and
Servers

MDR (Managed Detection & Response) for Office 365
Fully Managed Antivirus

Anti-Spam Email Filtering

Ransomware Protection

External Port Scanning

Host Isolation

Managed Application Updates

Managed Windows Updates

Office 365 Standards and Policies

Application Allowlisting

Elevation Control

Cloud Backup for Workstations and Servers
Immutable Storage

Monitored Backups Daily

Fully Managed

Add on available - Office 365 Backup

Automated phishing tests and security awareness training modules to
keep your users up to date with latest security frends and make them
think before they click!
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